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Abstract: Aiming at the problem that the traffic control department publishes violation messages to vehicles, a privacy
protection warning message publishing protocol was proposed, where transportation manage department could obtain ve-
hicle’s pseudonym according to its real identity and send warning message to vehicles based on its pseudonym in VANET.
Elliptic curve cryptography was used to construct a lightweight warning message publishing and receiving process. Fur-
thermore, the conditional privacy protection was realized, which could effectively protect the identity privacy of the re-
ceiving vehicle. Security analysis shows that the proposed protocol can meet the security requirements of VANET. Per-
formance analysis shows that the protocol protocol has lower computational overhead and communication overhead.
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RSU A FZE441 . TA. TMD H1 RSU 1] LUE %
2ERF)E (SSL, secure socket layer) P33T 22410
fie RSU 5740, il Rz [ w] LUESE DSRC P
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AID, , A ID,,,, 1 AID,, AHEA TR B9 AL i ] o

@ CHiEFEbe, 0,1, FEFm, « Dy, ~ AID,
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A EMN SN <m,R,,AID,,D, >, # L,
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I <m,R,,AID,,D,,z, >HHANIIEL, .

hy B B L, KON (R, AID,, D, 7, }
A M RN (R, AID,, D,,7, } » 47 L, TAFLER
L% R, AID,, D,,7, 3 CHf 7, KIKHG A5
W, CHB T Er, ez RiEdH A, JHH
{R,,AID,,D,,7, } FIAFIK L, .

3) Phits

B E Dy 3 2 44 1 A m, . C BEWL™
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)31
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Bk, AW E x=(a, —a/) ' (V-V") . {2k
fift x /& ECDLP [rlf, T ANl BEAE 2 A i)
WY ECDLP e [Hitt, RseAor, e 1
FHIE.
IR 2 REME. WhARESH, (LRI

FARAUN, A RAFAE Tl 22 0 2N ) 505 SO o
Ji %N SC-IND-CCA ZaMAJe p(k) » IAAFHE
—Fh 2 T A R A ECDHP ) AR R 55 /0
JE2(1= p27" N (k) , HoH poly() ;22 I, p J&
SC-IND-CCA ‘2451 v 5 K (1 i 25 85 25 1 3

MERR E R BORAAERCT A R LA T 2 1)
PFAEE S 2 4y MR 3Rk . R, KAl 5
% C >R f# ECDHP |n) .,

45 5% C—A> ECDHP [iJf#l: Pl qMRtG
LT, %€ abeZ,, THIP,aP,bP, C¥F
AV PR abP , LISKfR ECDHP i) 8,
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h Bl SR L, Mk <0,h>, =1 A LLH
By BB L, EWIN . 3 L, TDAETEATR
WeKAG,7, }» W7, KOk A o WERAAEAE, (A
7, =h(0) BOL, JFH A0, Ly 7EFER T, b L2k
Hebrik, APk C H r, BURHIR T L, JfiR
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<m,R,,AID,,D,, 1> {E3I, RGPkl ¢ Mz, M
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A LU{R,,AID,, D} #EAT &M, C EMFIKL, -
45 C PAFEAHNIL SR {R, AID,, D, 7, } 5 WIEAH Y
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7, = h(R,AID, V) » Al A, & #0153 2
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2% WA . E o =(AID,,R,,Z) LI 254
wr.
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@© W EKX AL, BI9 <m,(R,AID,,D,
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